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MACSEC INTRO.1



MACsec

SIMPLIFIED COMMUNICATION STACK.
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Layer 1

Layer 2

Layer 3

Layer 4

Layer 5-7

MAC Layer, VLAN, and AVB/TSN/QoS features
IEEE 802.1Q

TCP/IP Stack (e.g., TCP, UDP, IP, ICMP, ARP, and DHCP)

IETF RFCs

gPTP

IEEE
802.1AS

AVTP

IEEE
1722

DoIP

ISO 13400

SOME/IP

e.g., AUTOSAR

UDP-NM

AUTOSAR

Diagnostics/
Flash Update

Control
Communication

“Network
Management”

Audio
Video

Time
Sync

100BASE-TX
IEEE 802.3

Automotive Phys with 100, 1000, and more Mbit/s
IEEE 802.3, IEEE 802.3ch, IEEE 802.3cy

Signal PDUs

e.g., AUTOSAR

IPsec (*)

TLS / DTLS (*)

SecOC

(*) Typically unicast only.



WHY IS MACSEC SO INTERESTING?
• MACsec is currently the only solution that can protect all 

communication on Automotive Ethernet against external attackers.
• Alternatives (e.g., IPsec, (D)TLS, SecOC) leave many protocols unprotected.

• MACsec can protect Multicast and Broadcast communication.
• Better than (D)TLS and regular IPsec.

• MACsec can protect all traffic on a link with one association.
• Less keys and key exchanges required (better than SecOC, (D)TLS, IPsec).

• MACsec can be run hop-by-hop:
• You don’t need to share keys for large groups (better than SecOC).

52021-06-22 Dr. Lars Völker: Starting up MACsec for Automotive Ethernet.

For further details see:
Dr. Lars Völker, BMW: “Comparing Automotive Network Security for Different Communication Technologies”, Automotive Ethernet Congress, 2018.
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MACSEC KEY HIERARCHY.
• EAP:
• The Authenticator (A) controls access of the 

Supplicant (S).

• EAP modules:
• Authenticate and authorize supplicant.
• Agree on Connectivity Association Key (CAK).
• E.g., EAP-TLS, EAP-IKEv2.

• MACsec Key Agreement (MKA):
• Distribute Secure Association Key (SAK).
• Monitoring packet numbers.
• Rekeying.

• MACsec:
• Protect communication (auth. or auth.+enc.).
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MACsec – Protects traffic
IEEE 802.1AE

Extensible Authentication Protocol (EAP) 
IETF RFC3748

EAP Modules (e.g., EAP-TLS, EAP-IKEv2)
IETF RFCs

A S

CAK CAK

SAK SAK

MACsec Key Agreement (MKA)
IEEE 802.1X



MKA OVERVIEW.
• Communication partners have the same secret CAK.
• Additional keys are derived via an AES-CMAC KDF:
• ICV Key (ICK): MKA message integrity protection (AES-CMAC).
• Key Encryption Key (KEK): encryption of keys in MKA messages.

• Key Exchange process:
• Find suitable peers and check their liveliness.
• Elect key server (with EAP obvious).
• Key server distributes SAK (encrypted by KEK using AES Key Wrap).
• Activate SAK in MACsec.
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AUTHENTICATION OPTIONS.
• MACsec/MKA + EAP can support almost every authentication option:
• Passwords, PSKs, certificates, hardware tokens, …

• Current automotive options in series production:
• Symmetric keys (e.g., for AES or hash functions).
• Certificates (e.g., X.509).

• Aspects to keep in mind:
• Replay attacks.
• Fast startup requirements for automotive use cases.

92021-06-22 Dr. Lars Völker: Starting up MACsec for Automotive Ethernet.



KEY EXCHANGE OPTIONS.
• X.509 certificates:
• EAP-TLS1.2 (RFC 5216).
• EAP-TLS1.3 (currently draft only).
• EAP-IKEv2 (RFC 5106).

• Symmetric keys (128/256 bit):
• Pre-shared CAKs (MKA).
• Pre-shared SAKs (MACsec).
à Key reuse possible! Unsecure!
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MACsec – Protects traffic
IEEE 802.1AE

MACsec Key Agreement (MKA)
IEEE 802.1X

Extensible Authentication Protocol (EAP) 
IETF RFC3748

EAP Modules (e.g., EAP-TLS, EAP-IKEv2)
IETF RFCs

CAK CAK

SAK SAK

Pre-shared CAK

Pre-shared SAK

X.509 Certs
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MKA OPEN-SOURCE CODE.
• Our team started with an Open-Source implementation.

• First run MKA without EAP: ~3s (sic!):

• Why is this so slow?
• Both peers send with MKA Hello Time = 2s (see standard) regularly.
• For election process, peer needs to be found and added to Live Peer List.
• Only the MACsec SAK Use is send faster (on change).

• Assumptions of IEEE 802.1X are not fully automotive compatible:
• IEEE 802.1X aims for a bounded time but not a performance target.

122021-06-22 Dr. Lars Völker: Starting up MACsec for Automotive Ethernet.



OPTIMIZATIONS.
1. Optimize send timings.
• For the peers to find each other, peers should send more frequently.
• Slow down when SAK is established or in Live Peer List of Key Server.

2. Configure Key Server priority.
• With PSK, MKA does not assume who is key server (with EAP this is clear).
• Make sure this is configured and no peer waits for election.

3. Configure number of peers (“1” in hop-by-hop mode).
• MKA does not assume number of peers; thus, it waits.
• Key Server can generate key as soon as “1” peer is in its Live Peer List.

4. ICK and KEK can be precalculated and securely stored to save time.
• Many stacks calculate the AES Key Wraps at startup, but HSM might be busy.
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EXAMPLE: EAP-TLS + OPTIMIZED MKA.

• Key Exchange: ~50ms (with first but not all proposed code optimizations).
• EAP + EAP-TLS: 28ms (including certificate chain transports).
• MKA: < 22ms (including 17ms wait times).
• EAP-TLS, TLS 1.2, ECDH, Certificate chains transported (3k).
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EXAMPLE: EAP-IKEV2 + OPTIMIZED MKA.

• Key Exchange: ~56ms (with first but not all proposed code optimizations).
• EAP + EAP-IKEv2 (no certs): 27ms (but no certificates transported).
• MKA: 29ms (including 3.5ms wait time before MKA starts).
• EAP-IKEv2, DH, no certificate chain transported (not realistic).
• Even after tuning MKA code, results still not stable!
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FIRST RESULTS.
• After first optimizations: MKA runs in <30ms.
• MKA timings fluctuate a lot: best cases are <5ms (without wait time).

• ~30ms for certificate-based authentication (EAP-TLS and EAP-IKEv2).

• Platforms (experiments on Raspberry Pi):
• On a real ECU the asymmetric operations will take longer!
• Certs: 1 ECDH + 1 ECDSA-sign + (n) ECDSA-verify (n certs in chain).
• MKA itself should be very fast on embedded ECUs due to AES acceleration.

• Additional optimizations possible.
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CHAPTER.
SUMMARY.4



SUMMARY.
• Symmetric keys: static CAK with MKA only à recommended!
• Certificates: EAP-IKEv2 or EAP-TLS (1.3 if possible).
• Tune algorithm selection.

• MKA uses only AES operations, which can use accelerators.
• Tune the MKA implementations based on automotive assumptions!

• Other recommendations:
• Choose MACsec algo (e.g., GCM-AES-256 with XPN) and rekey settings.
• Add mechanisms (e.g., filters) to counter internal attackers too.
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STAY CONNECTED
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This presentation would not have possible without contributions of 
our awesome MACsec team!

Johan, Jordi, Carlos, Marc, and Ramon of our hardware and software 
development center in Barcelona for building great prototypes and 
laying the groundwork for A samples supporting MACsec.

Jose, Manuel and Antonio of our Munich Security group who lead 
the team in the right direction and create OEMs specifications.

Our semiconductor vendors supplying insights and early silicon in 
these challenging times.

And finally, customers for trusting us.

Thank you all!


